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Abstract: 

An ad hoc network is a combination of mobile hubs that dynamically frame a transitory system. The dynamic topology of 

MANET enables nodes to combine and leave the network anytime. Wireless MANET is especially vulnerable because of its basic 

attributes, for example, open medium, dynamic topology, distributed cooperation and limited capability. They have significant 

participation, in real applications, for example, military applications, home applications and so on these networks have danger by 

a lot of security attacks, for example, Modification, Denial of service attack, Fabrication attack and so on. Attack of Black hole 

(likewise called Selfish node assault) is an unsafe dynamic attack on the versatile Ad hoc Networks (MANET). Different systems 

have been proposed for recognition of the black hole or malicious hub which is explained in this paper. 
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1.  INTRODUCTION 

 

Remote system empowers correspondence between PCs 

utilizing standard network protocols, without network cabling. 

These systems utilize radio waves or microwaves as a 

correspondence medium. These systems are generally utilized 

these days in light of their extraordinary benefits over a wired 

system.  

They can be characterized into two primary classes:  

A. Fixed Infrastructure Wireless system gives correspondence 

among remote hubs through the Access Point (AP), not 

specifically. The access points additionally fill in as a bridge. 

B. an Infrastructure less Wireless Network does not have any 

fix framework for the correspondence. Every hub can 

communicate straightforwardly with other hub and there is no 

necessity of the access point. Something imperative about 

these systems is that these systems don't have switches, the 

remote hubs function as switches. These systems don't have 

any settled or static topology. A versatile specially appointed 

system comprises of portable hubs that utilization remote 

transmission for correspondence. In these sorts of systems the 

hubs can move starting with one place then onto the next. The 

movement of the versatile hubs might be arbitrary or 

periodical. In this way, these systems have no settled 

foundation, no settled arrangement and other controlling 

gadget, for example, switch and so on. The setup or sending of 

these network is simple in light of the fact that these systems 

don't have a settled framework or a settled topology likewise 

they have a less setup time. The switches are allowed to move 

arbitrarily. 

 
Figure.1. Mobile Ad hoc Networks 

1.1 Security Goals 

 

Availability: It implies the advantages are available to allowed 

gatherings at fitting times. The accessibility applies similarly 

to in series and to organizations. It is ensures the survivability 

of framework organization separated from refusal of 

organization assault.  

Confidentiality: Confidentiality ensures PC associated 

resources are gotten to simply by acknowledged accepted 

gatherings. That is, only the people who thought to have 

induction to amazing will in reality get that get to. To keep up 

mystery of some grouped information, we need to keep them 

riddle from each component that does not have benefit to get to 

them. The Secrecy is usually called mystery or security.  

Authentication: Confirmation engages a center point to 

ensure the conduct of partner center point to which it is the 

proportional with. Substantiation essentially ensure that 

individuals in affiliation are affirmed and not impersonators. 

The validness is ensured in light of the way that simply the 

exact sender can build a message that will translate sensibly 

with the normal key.  

Authorization: The approval is property consigns different 

access rights to shifted sorts of customers. It is utilized for 

event of a framework administration can be performed by 

framework overseer just.  

Integrity: Integrity is the unwavering quality infers that 

advantages can be changed by and by acknowledged 

gatherings and now in acknowledged way. Change fuses 

forming, creating status, eradicating and produce. Steadiness 

ensures that a correspondence being traded is never polluted.  

1.2 Routing Protocols for Manet  

The steering in the Ad hoc arranges is an extremely basic 

errand due to the nonattendance of any focal facilitator or base 

station and the dynamic topology. So as to encourage 

correspondence in these systems a directing convention is 

utilized to find the courses between hubs. The best test for the 

Mobile Ad Hoc Networks (MANET) is to accompany a 

powerful security arrangement even within the sight of 

malevolent hubs, so MANET can be shielded from different 

steering assaults. Portable Ad Hoc Networks lacks obvious 
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security arrangements; it is available to any of the approved 

system clients and pernicious assailants. A directing 

convention is required at whatever point a bundle should be 

transmitted to a goal by means of number of hubs. Numerous 

conventions have been prescribed to keep applications and sort 

of system in see.  

1.2.1 Classification of Routing Protocols  

Versatile Ad Hoc Networks steering conventions can be 

grouped into three classes:  

Table Driven Routing Protocols: In table driven steering 

conventions, every hub keeps up at least one directing tables 

containing directing data about all other hub in the system. All 

hubs continue refreshing these tables to keep up most recent 

perspective of the system. Some prevalent proactive 

conventions are: DSDV, WRP and so on.  

On Demand Routing Protocols: In on-request steering 

conventions, the hubs don't keep up any directing table nut 

they have a course store. Courses are find powerfully just 

when a hub need to speak with another hub with the assistance 

of the course revelation methodology which is summoned by 

the source hub. Some receptive steering conventions are: DSR, 

AODV and so forth.  

Half and half Routing Protocols: This sort of conventions 

consolidates the best highlights of table driven and on-request 

steering conventions. If there should be an occurrence of the 

intra-area directing, these conventions utilizes the table driven 

approach, while in the event of between space steering these 

conventions utilizes the on request approach. For example, 

Zone Routing Protocol (ZRP) and so on.  

 

1.3 Black Hole Attack  

In Black gap assault, an assailant hub sends a phony RREP 

message to the source hub which starts the course revelation 

system to discover the course to the goal hub. At the point 

when the source hub got various RREP, it chooses the best one 

as the latest steering data and chooses the course contained in 

that RREP parcel. On the off chance that the succession 

numbers are equivalent, it chooses the course with the littlest 

bounce check. The aggressor caricature the personality to be 

the goal hub and sends RREP with goal arrangement number 

higher than the genuine goal hub to the source hub. At that 

point the assailant drops all information parcels as opposed to 

sending them to the goal hub.  In the accompanying outlined 

fig 2, envision a noxious hub 'M'. At the point when hub 'A' 

communicates a RREQ parcel, hubs 'B' 'D'and 'M' get it. Hub 

'M', being a malignant hub, does not check up with its steering 

table for the asked for course to hub 'E'.Hence, it immediately 

sends back a RREP bundle, asserting a course to the goal. Hub 

'A' gets the RREP from 'M' in front of the RREP from 'B' and 

'D'.

 
Figure .2. Black hole Attack in AODV 

Node „A‟ assumes that the route through „M‟ is the shortest 

route and sends any packet to the destination through it. When 

the node „A‟ sends data to „M‟, it absorbs all the data and thus 

behaves like a „Black hole‟. Researchers have proposed 

solutions to identify a single black hole node. However in that 

solution next hop also behaves as a malicious node they cannot 

identify it. 

 

2. RELATED WORK 

 

L. Tamilselvan et al. [1] In Black Hole assault, a malicious 

node promotes itself as comprising of shortest way to the hub 

whose packets it needs to capture. To decrease the probability, 

it is wanted to wait and check the answers from all the nearby 

hubs to locate a protected course. PC recreation utilizing 

GLOMOSIM demonstrates that their convention gives 

preferred execution over the traditional AODV in the event of 

Black holes with minimum additional delay and overhead. 

AnuBala et al. [2]The simulation result of the dark hole attack 

by the assistance of network simulator(NS-2) demonstrate the 

packet lose, throughput, and end-to-end postpone with dark 

hole and without dark hole on AODV in MANET. Author 

examined that the parcel lose increases in the system with a 

dark hole hub. Author observed that the throughput and end-to-

end postpone diminishes in the system with a dark hole node.  

Amos J Paul et al. [3] (MANET)Mobile ad hoc networks are 

broadly utilized as a part of places where there is almost no 

infrastructure. Various individuals with cell phones may 

interface together to frame a huge gathering. Later on they may 

part into littler gatherings. This progressively changing system 

topology of MANETs makes it susceptible for a wide variety 

of attack. In this paper, they propose an entire convention for 

discovery and evacuation of Black/Gray Holes.  

NeelamKhemariyaet al. [4] A productive approach for the 

recognition and removal of the Black hole attack in the Mobile 

Ad Hoc Networks (MANET) is depicted in it. The algorithm is 

executed on AODV routing protocol. The algorithm can 

identifies both the single Black hole attack and the Cooperative 

Black hole attack. The magnificence of the algorithm depicted 

in this paper is that it not just recognizes the dark hole node in 

the case that when the hub isn't idle  however it can likewise 

distinguish the Black hole nodes in case when a node is idle as 

well. 

SuparnaBiswas et al. [5] According to this, assessment of 

trust of each hub in the system depends on parameters, for 

example, dependability of a hub characterized by its versatility 

and respite time, remaining battery control and so forth. This 

trust of a hub frames the premise of determination of the most 

solid course for transmission. The reenactment comes about 

exhibit that our answer gives great execution as far as 

throughput, secure directing, and proficient asset usage.  

Ali Dorri et al. [6] In our approach source node checks both 

Next_Hop_Nodes (NHN) and Pervious_Hop_ Nodes (PHN) of 

Route Reply generator keeping in mind the end goal to check 

the well being of way. By methods for Data Routing 

Information (DRI) table every single pernicious hub disposed 

of from the system. Reenactment comes about demonstrate 

that this approach diminished the handling time and packet 

overhead in contrast and another work. Likewise, this approach 

distinguishes every single malicious node in a path in each run 

with no fake positive detection.Neha Sharmaet al. [7] A 

method is being proposed for identification of the dark hole  or 

malicious node. In this strategy, another technique a type of 

trap strategy is included AODV convention for the 

identification of malicious hubs. At the point when a dark hole 
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node is recognized then a alarming strategy is activated to 

make different nodes aware of malicious nodes..  

HoudaMoudni et al. [8] It upgrades the security of the routing 

protocol Ad-hoc On-request Distance Vector (AODV) to 

experience the dark hole attack. Their replies maintains a 

strategic distance from the dark hole and the different dark 

hole attack. The simulation outcomes  about utilizing the 

Network Simulator NS2 demonstrates that this convention 

gives better security and better execution as far as the packet 

delivery ratio than the routing protocol AODV  in the presence 

of one or different dark hole attack with minor ascent in 

normal end-to-end postpone and standardized directing 

overhead.  

GurmeenKaur et al. [9] An approach has been proposed for 

congestion avoidance in MANET. This approach based on 

queue fulfillment prediction to avoid congestion and path 

management for data transmission. This approach gives better 

execution over past proposed approaches. 

 

Table.1. Findings of various Black Hole detection 

approaches 

 

Author 

 

 

Year 

 

Attack 

 

Findings 

L.Tamilselvan, 

Dr.V.Sankaranara

yanan 

2007 Blackhole  

Attack 

Wait and 

check the 

replies from 

all the 

neighboring 

nodes to 

find a safe 

route. 

AnuBala, 

MunishBansal, 

Jagpreet Singh 

2009 Blackhole  

Attack 

Packet loss 

increases in 

the network 

and 

throughput 

and end-to-

end delay 

decreases in 

the network 

with a 

blackhole 

node. 

Vishnu K, Amos J 

Paul 

2010 Black/Gra

y hole  

Attack 

Identify and 

remove any 

number of 

Black Hole 

or Gray 

Hole Nodes 

in a 

MANET 

and discover 

a secure 

path from 

source to 

destination 

by avoiding 

malicious 

nodes. 

NeelamKhemariy

a, Ajay Khuntetha 

2013 Blackhole  

Attack 

Detects both 

the single 

Black hole 

attack and 

the 

Cooperative 

Black hole 

attack in idle 

and non-idle 

state. 

SuparnaBiswas, 

Tanumoy Nag, 

SarmisthaNeogy 

2014 Blackhole  

Attack 

Analyzed 

trust of the 

individual 

nodes to 

detect and 

prevent 

black-hole 

attack in 

MANET. 

Trust has 

been 

calculated 

based on a 

few 

important 

parameters 

of a node 

such as rank, 

mobility, 

available 

battery 

power, etc. 

Ali Dorri, 

HamedNikdel 

2015 Blackhole  

Attack 

A Data 

Routing 

Information 

(DRI) table 

all malicious 

nodes 

eliminated 

from the 

network. 

Neha Sharma, 

Annad Singh 

Bisen 

2016 Black/Gra

y hole  

Attack 

A kind of 

trap method 

is added for 

the detection 

of malicious 

nodes. 

When the 

Black-hole 

node is 

detected 

after that an 

alarming 

method is 

triggered to 

make other 

nodes aware 

of malicious 

nodes. 

HoudaMoudni, 

Mohamed Er-

rouidi, 

HichamMouncif, 

Benachir El 

Hadadi, 

2016 Blackhole  

Attack 

Provides 

better 

security and 

better 

performance 

in terms of 

the packet 

delivery 

ratio in the 
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presence of 

One or 

multiple 

black hole 

attacks with 

marginal 

rise in 

average end-

to-end delay 

and 

normalized 

routing 

overhead. 

Gurmeen Kaur, 

HarinderKaur, 

Rakesh Kumar 

2016 Blackhole  

Attack 

Queue 

fulfillment 

prediction to 

avoid 

congestion 

and path 

management 

for data 

transmission

. 

 

3. CONCLUSION 

 

Ad hoc routing protocols are inclined to different attacks 

because of the ignorance of the security angle during their 

designs. A black hole attack upsets typical network 

functionality by sending fake directing data amid course 

discovery stage. In this paper, we studied a solution for evade 

the black hole and the numerous black hole attackers on the 

AODV routing protocol in MANETs. Different arrangements 

are suggested by various authors some of them resemble 

SAODV, it is an improvement of the fundamental AODV 

directing convention, which will have the capacity to stay 

away from dark hole. To diminish the probability it is 

proposed to pause and check the replies from all the 

neighboring hubs to locate a sheltered course. Another 

arrangement in view of trust of the individual hubs to 

recognize and avoid dark hole attack in MANET is prescribed. 

Trust has been calculated in view of  vital parameters of a hub, 

for example, rank, portability, available battery control, and so 

on. The routing security issues of MANETs are analyzed. 

 

4. REFERENCES 

 
[1]. LathaTamilselvan, Dr.VSankaranarayanan, “Prevention of 

Blackhole Attack in MANET”, The 2
nd

 International 

Conference on Wireless Broadband and Ultra Wideband 

Communications (AusWireless) India, 2007 IEEE. 

 

[2]. AnuBala, MunishBansal, Jagpreet Singh, “Performance 

Analysis of MANET under Blackhole Attack”, First 

International Conference on Networks & Communications, 

2009 IEEE. 

 

[3]. Vishnu K, Amos J Paul, “Detection and Removal of 

Cooperative Black/Gray hole attack in Mobile ADHOC 

Networks”, International Journal of Computer Applications, 

2010. 

 

[4]. NeelamKhemariya, Ajay Khuntetha, “An Efficient 

Algorithm for Detection of Blackhole Attack in AODV based 

MANETs”, International Journal of Computer Applications, 

March 2013. 

 

[5]. SuparnaBiswas, Tanumoy Nag, SarmisthaNeogy, “Trust 

Based Energy Efficient Detection and Avoidance of Black 

Hole Attack to Ensure Secure Routing in MANET”, 

Applications and Innovations in Mobile Computing, 2014 

IEEE. 

 

[6]. Ali Dorri, HamedNikdel, “A New Approach for Detecting 

and Eliminating Cooperative Black hole Nodes in MANET”, 

7th International Conference on Information and Knowledge 

Technology, 2015 IEEE. 

 

[7]. Neha Sharma, Annad Singh Bisen, “Detection As Well As 

Removal Of Black hole And Gray hole Attack In MANET”, 

International Conference on Electrical, Electronics, and 

Optimization Techniques, 2016 IEEE. 

 

[8]. HoudaMoudni, Mohamed Er-rouidi, HichamMouncif, 

Benachir El Hadadi, “Modified AODV Routing Protocol to 

Improve Security and Performance against Black Hole 

Attack”, 2016 IEEE. 

 

[9]. GurmeenKaur, HarinderKaur, Rakesh Kumar, 

“Congestion Control in MANET using Modify AODV with 

IRED Congestion Control Algorithm”, International Journal of 

Computer Applications, 2016. 

 


